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DETAILED ACTION 

1 . This action is in reply to applicant's correspondence of 24 August 2006. 

2. Claims 1,3-12 are pending for examination. 

3. Claims 1, 3-12 remain rejected. 



Claim Rejections - 35 USC §102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

Claims 1 5 3-12 are rejected under 35 U.S.C. 102(b) as being anticipated by Shanton, U.S. 
Patent 5,680,452. 

4. As per claim 1 ; "An encryption processing apparatus comprising: 
necessity determination means for 

determining whether or not received data needs to be encrypted [Abstract, col 
3, lines 5 J -col. J 4, line 40, whereas the use of objects defined across all types of data (i.e., 
col. 4, lines 38-65, video, printer/printer buffer, sound, executable, general data 
formatted, etc.) and associated storage forms (i.e., col. 4, lines 38-65, the hard drive, 
RAM, CD, queues, network memory elements, printer buffers, etc.) that are further 
selectively determined to be encrypted (i.e., col. 3, lines 53-65, col. 4, lines 5-38, upon 
receipt of the data to the encrypting system/device), both in a serial object manor, or in 
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an encapsulated/inheritance object data structure, clearly encompasses the claimed 
limitations as broadly interpreted by the examiner.] \ 
encryption means for 

encrypting data which is determined as having to be encrypted, before being 
stored in a storage apparatus to output [Abstract, col 3, lines 5l-col. 14,line 40, whereas 
the objects (data) that are determined to be encrypted (i.e., col. 3, lines 53-65, col. 4, lines 
5-38), residing in the associated storage forms for which the host processing element will 
perform the preselected form of encryption upon, clearly encompasses the claimed 
limitations as broadly interpreted by the examiner.] \ and 
storage form determination means for 

determining a storage form of the storage apparatus, 
wherein the necessity determination means 

determines whether or not the data needs to be encrypted, based on 

a determination result of the storage form determination means, 

and 

wherein the necessity determination means 

determines whether or not to encrypt the received data based on 

whether the storage form determination means determines that 
the storage form is 
volatile or 

non-volatile [A bstract, col. 3, lines 51-col. 14,line 
40, whereas the received objects defined across all types of 
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data forms and associated storage forms (i.e., col. 3, lines 
5 2 -col. 4, lines 65, such that properly specified kinds of 
information flowing to appropriate locations; 'kinds ' 
encompasses multimedia (non-volatile DVD/CD or volatile 
resident RAM when being processed) storage forms) that 
are further selectively determined to be encrypted, both in a 
serial object manor, or in an 

encapsulated/inheritance/access controlled object data 
structure, clearly encompasses the claimed limitations as 
broadly interpreted by the examiner. ]_." . 

5. Claim 3 additionally recites the limitation that; "The encryption processing apparatus of 
claim 1, wherein 

in cases where the storage form determination means determined the received data as 
being to be maintained in the storage apparatus even when the storage apparatus is removed , 
the necessity determination means determines that the data needs to be 
encrypted.". 

The teachings of Shanton suggest such limitations (Abstract, col. 3,lines 51-col. 14,line 40, 
whereas the received objects defined across all types of data forms and associated storage forms, 
(i.e., col. 3,lines 52-coL 4,lines 65, such that properly specified kinds of information flowing to 
appropriate locations; 'kinds' encompasses multimedia (non-volatile DVD/CD or volatile 
resident RAM when being processed) storage forms) especially as is concerned with network 
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element/object to network element/object transfer/controlled access, that are further selectively 
pre-determined to be encrypted prior to transfer/storage across the network, both in a serial 
object manor, or in an encapsulated/inheritance/access controlled object data structure, clearly 
encompasses the claimed limitations as broadly interpreted by the examiner.). 

6. Claim 4 additionally recites the limitation that; "The encryption processing apparatus of 
claim 1, wherein 

the necessity determination means is constructed so as to 

determine whether or not the data needs to be encrypted based on 
a form or 

items of the data.". 

The teachings of Shanton suggest such limitations (Abstract, col. 3,lines 51-col. 14,line 40, 
whereas the use of objects defined across all types of data (and data item components, i.e., video, 
printer/printer buffer, sound, executable, general data formatted, etc.) and associated 
transfer/storage protocols (utilized in said transfer/storage) that are further selectively determined 
to be encrypted; therefore inherently possess a form (i.e., the various flags and status bytes 
inherent to said protocols that determine the transfer routing/addressing/access rights/etc.,), as 
appended to the data/data content object structures/streams so transferred, clearly encompasses 
the claimed limitations as broadly interpreted by the examiner.). 

7. Claim 5 additionally recites the limitation that; "The encryption processing apparatus of 
claim 4, wherein 
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in cases where the received data is presented in an encrypted form, 
the necessity determination means 

determines that the received data does not need to be encrypted.". 
The teachings of Shanton suggest such limitations (Abstract, col. 3, lines 5l-col. 14, line 40, 
whereas the use of objects defined across all types of data (and data item components) and 
associated transfer/storage protocols (utilized in said transfer/storage) that are further selectively 
determined to be encrypted and as such are subsequently encrypted; clearly are not re-encrypted 
and therefore, clearly encompasses the claimed limitations as broadly interpreted by the 
examiner.). 

8. Claim 6 additionally recites the limitation that; "The encryption processing apparatus of 
claim 4, wherein 

in cases where an item of the received data is an indicator regarding importance of data, 
the necessity determination means 

determines that the received data needs to be encrypted.". 
The teachings of Shanton suggest such limitations (Abstract, col. 3,lines 51 -col. 14,line 40, 
whereas the use of objects defined across all types of data (and data item components, i.e., video, 
printer/printer buffer, sound, executable, general data formatted, etc.) and associated 
transfer/storage protocols (utilized in said transfer/storage) that are further selectively determined 
to be encrypted; therefore inherently possess a form (i.e., the various flags and status bytes 
inherent to said protocols that determine the transfer routing/addressing/access rights/etc.,), as 
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appended to the data/data content object structures/streams so transferred, cleariy encompasses 
the claimed limitations as broadly interpreted by the examiner.). 

9. Claim 7 additionally recites the limitation that; 'The encryption processing apparatus of 
claim 6, wherein 

the indicator is 
a flag or 

an instruction for confidential". 
The teachings of Shanton suggest such limitations (Abstract, col. 3, lines 51 -col. 14,line 40, 
whereas the use of objects defined across all types of data (and data item components, i.e., video, 
printer/printer buffer, sound, executable, general data formatted, etc.) and associated 
transfer/storage protocols (utilized in said transfer/storage) that are further selectively determined 
to be encrypted upon request or instruction; therefore inherently possess a form (i.e., the various 
flags and status bytes inherent to said protocols that determine the transfer 
routing/addressing/access rights/encryption parameters (i.e., confidential or so related levels of 
security aspects) and specificity, etc.,), as appended to the data/data content object 
structures/streams so transferred, clearly encompasses the claimed limitations as broadly 
interpreted by the examiner.). 

10. Claim 8 additionally recites the limitation that; "The encryption processing apparatus of 
claim 4, wherein 

in cases where an item of the received data is a predetermined condition, 
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the necessity determination means 

determines that the received data needs to be encrypted.". 
The teachings of Shanton suggest such limitations (Abstract, col. 3,lines 51-col. 14,line 40, 
whereas the use of objects defined across all types of data (and data item components, i.e., video, 
printer/printer buffer, sound, executable, general data formatted, etc.) and associated 
transfer/storage protocols (utilized in said transfer/storage) that are further selectively determined 
to be encrypted; therefore inherently possess a form (i.e., the various flags and status bytes 
inherent to said protocols that determine the transfer routing/addressing/access rights/etc.,), as 
appended to the data/data content object structures/streams so transferred, clearly encompasses 
the claimed limitations as broadly interpreted by the examiner.). 

1 1 . Claim 9 additionally recites the limitation that; "The encryption processing apparatus of 

»• 

claim 1, further comprising: 

decryption means for decrypting the encrypted data which is stored in the storage 
apparatus, 

wherein the data is outputted after being decrypted by the decryption means.". 
The teachings of Shanton suggest such limitations (Abstract, col. 3,lines 51-col. 14,line 40, 
whereas the objects (data) that are determined to be encrypted, residing in the associated storage 
forms for which the host processing element will perform the pre-selected form of encryption 
upon, clearly will be subsequently decrypted upon determination of both valid use request or 
retrieved form determination so associated with the request, and therefore clearly encompasses 
the claimed limitations as broadly interpreted by the examiner.). 
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12. Claim 10 additionally recites the limitation that; "The encryption processing apparatus of 
claim 1, 

the encryption processing apparatus being used as an apparatus at a data receiving side.". 
The teachings of Shanton suggest such limitations (Abstract, col. 3,lines 51-col. 14,line 40, 
whereas the objects (data) that are determined to be encrypted, residing in the associated storage 
forms for which the host processing element will perform the pre-selected form of encryption 
upon, clearly will be subsequently decrypted upon determination of both valid use request or 
retrieved form determination so associated with the request, and therefore clearly encompasses 
the claimed limitations as broadly interpreted by the examiner.). 

13. As per claim 1 1 ; "An encryption processing system comprising: 

a host apparatus for offering services such as data creation [Abstract, col 3, lines 51-col. 

14. line 40, whereas the use of objects defined across all types of data (i.e., col. 4, lines 38-65, 
video, printer/printer buffer, sound, executable, general data formatted, etc.) and associated 
object creation/applications performing the object instantiation (i.e., host and network 
client/server word processing, image processing/rendering, etc.,), clearly encompasses the 
claimed limitations as broadly interpreted by the examiner.]', and 

an encryption processing apparatus which 

encrypts data received from the host apparatus, 
stores the encrypted data in the storage apparatus, and 
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outputs the data from the storage apparatus [Abstract, col. 3, lines 51 -col. 14, line 
40, whereas the use of objects defined across all types of data (i.e., col 4 ', lines 38-65, 
video, printer/printer buffer, sound, executable, general data formatted, etc.) and 
associated object creation/applications performing the object instantiation (i.e., host and 
network client/server word processing, image processing/rendering, etc.,) and storage 
forms (i.e., the hard drive, RAM, CD, queues, network memory elements, printer buffers, 
etc.) that are further selectively determined to be encrypted (i.e., col. 3, lines 53-65, col 
4, lines 5-38, upon receipt of the data to the encrypting system/device), both in a serial 
object manor, or in an encapsulated/inheritance object data structure, clearly 
encompasses the claimed limitations as broadly interpreted by the examiner.] \ 
wherein the host apparatus is provided with condition providing means for 

providing a condition concerning encryption to data created by the host apparatus 
before transmitting to the encryption processing apparatus [Abstract, col. 3, lines 51 -col. 
14, line 40, whereas the use of objects defined across all types of data (and data item 
components, i.e., col. 4, lines 38-65, video, printer/printer buffer, sound, executable, 
general data formatted, etc.) and associated transfer/storage protocols (utilized in said 
transfer /storage) that are further selectively determined to be encrypted; therefore 
inherently possess a form (i.e., the various flags and status bytes inherent to said 
protocols that determine the transfer routing/addressing/access rights/etc.,), as appended 
to the data/data content object structures/streams so transferred, clearly encompasses the 
claimed limitations as broadly interpreted by the examiner.] and 
wherein the encryption processing apparatus comprises 
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necessity determination means for 

determining based on presence or absence of the condition, 

whether or not received data needs to be encrypted [Abstract, col. 
3, lines 51 -col 14, line 40, whereas the use of objects defined across all 
types of data (i.e., col. 4, lines 38-65, video, printer/printer buffer, sound, 
executable, general data formatted, etc.) and associated storage forms 
(i.e., the hard drive, RAM, CD, queues, network memory elements, printer 
buffers, etc.) that are further selectively determined to be encrypted (upon 
receipt of the data to the encrypting system/device), both in a serial object 
manor, or in an encapsulated/inheritance object data structure, clearly 
encompasses the claimed limitations as broadly interpreted by the 
examiner.] \ and 
storage form determination means for 

determining a storage form of the storage apparatus, 
wherein the encryption processing apparatus 

encrypts at the encryption processing apparatus side the received data when 
the necessity determination means determines 

that the received data needs to be encrypted, and 
wherein the condition is 

whether the storage form determination means determines that 
the storage form is 
volatile or 
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non-volatile [A bstract, col. 3, lines 51-col 14,line 40, 
whereas the received objects defined across all types of data forms 
and associated storage forms (i.e., col. 3, lines 52-coL 4, lines 65, 
such that properly specified kinds of information flowing to 
appropriate locations; 'kinds ' encompasses multimedia (non- 
volatile DVD/CD or volatile resident RAM when being processed) 
storage forms) that are further selectively determined to be 
encrypted, both in a serial object manor, or in an 
encapsulated/inheritance/access controlled object data structure, 
clearly encompasses the claimed limitations as broadly interpreted 
by the examiner. ]_." . 



15. As per claim 12; "An encryption processing apparatus comprising: 
necessity determination means for 

determining whether or not received data needs to be encrypted [Abstract, col 
3, lines 51-col. J 4, line 40, whereas the use of objects defined across all types of data (i.e., 
col. 4, lines 38-65, video, printer /printer buffer, sound, executable, general data 
formatted, etc.) and associated storage forms (i.e., col. 4, lines 38-65, the hard drive, 
RAM, CD, queues, network memory elements, printer buffers, etc.) that are further 
selectively determined to be encrypted (i.e., col. 3 \ lines 53-65, col. 4, lines 5-38, upon 
receipt of the data to the encrypting system/device), both in a serial object manor, or in 
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an encapsulated/inheritance object data structure, clearly encompasses the claimed 
limitations as broadly interpreted by the examiner.]', 
encryption means for 

encrypting data which is determined as having to be encrypted, before being 
stored in a storage apparatus to output [Abstract, col 3, lines 51-col 14,line 40, whereas 
the objects (data) that are determined to be encrypted (i.e., col 3, lines 53-65, col 4, lines 
5-38), residing in the associated storage forms for which the host processing element will 
perform the preselected form of encryption upon, clearly encompasses the claimed 
limitations as broadly interpreted by the examiner.], 

wherein the encryption processing apparatus is an image forming apparatus 
[Abstract, col 3, lines 5 J -col 14, line 40, whereas the received objects defined across all 
types ^of data forms and associated storage forms (i.e., col 3, lines 5 2 -col 4, lines 65, such 
that properly specified kinds of information flowing to appropriate locations; 'kinds ' 
encompasses multimedia (non-volatile DVD/CD or volatile resident RAM when being 
processed, or more generally when the multimedia/image data is formed in memory 
during said processing and associated encryption) storage forms) that are further 
selectively determined to be encrypted, both in a serial object manor, or in an 
encapsulated/inheritance/access controlled object data structure, clearly encompasses 
the claimed limitations as broadly interpreted by the examiner.].". 
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Conclusion 

16. Any inquiry concerning this communication or earlier communications from examiner 
should be directed to Ronald Baum, whose telephone number is (571) 272-3861, and whose 
unofficial Fax number is (571) 273-3861 and unofficial email is Ronald.baum@uspto.gov . The 
examiner can normally be reached Monday through Thursday from 8:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami, can be reached at (571) 272-4195. The Fax number for the 
organization where this application is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. For more information for 
unpublished applications is available through Private PAIR only. For more information about the 
PAIR system, see http ://pair-direct.uspto . gov . Should you have questions on access to the 
Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Ronald Baum 



Patent Examiner 



